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WARNING: YOUR VAULT CANNOT BE RECOVERED IF YOUR VAULT KEY IS LOST OR YOUR KEY VAULT IS DESTROYED
This is not a limitation we plan to fix. It is how Huntoso is designed to work.

1. What Does Huntoso Do?
Huntoso is a password and credentials vault. It stores your business's sensitive login information, API keys, and privileged account credentials in a highly secure encrypted vault hosted on Microsoft Azure. Once you store something in Huntoso, only your organization can access it. Not even Huntoso staff can see inside your vault. This is a security feature, not a bug.

2. What Is the Vault Key?
When your organization sets up Huntoso PAM, two important things happen:

First - Your Vault Key (Tenant Root Secret or TRS):
Your administrator enters a Vault Key during the Setup Wizard. Think of it like the combination to a bank safe. You choose it, you enter it, and you are responsible for remembering and backing it up. Huntoso does not generate this for you or store a backup outside of your dedicated vault.

Second - The Encryption Key (Tenant Root Key or TRK):
Huntoso's servers generate a unique encryption key specifically for your account. This is the actual key that encrypts all your stored credentials. It is locked inside your dedicated Azure Key Vault and is never stored in readable form anywhere. To unlock it, Huntoso's servers need your Vault Key (TRS) combined with Huntoso's own system components.

To access your vault, three things must come together:
- Your Vault Key (TRS) - which your administrator entered and must protect
- Huntoso's system components (two server-side security inputs only Huntoso holds)
- Your dedicated Azure Key Vault (which stores the locked-up encryption key)

If your Vault Key (TRS) is lost OR if your Azure Key Vault is destroyed - your vault is permanently inaccessible. Neither piece can be recovered by Huntoso once lost.

3. What Happens If the Vault Key Is Lost or the Key Vault Is Destroyed?
Your vault is permanently and irrecoverably inaccessible. This means:

- Every password, credential, and secret stored in your Huntoso vault is gone forever
- Huntoso cannot help you get them back
- Microsoft cannot help you get them back
- No amount of money, legal action, or technical expertise can reverse this
- You will need to manually reset every account whose credentials were stored in the vault

Scenarios that can cause permanent vault loss include, but are not limited to:

- Accidental deletion of the Vault Key or forgetting the administrator's master passphrase
- Loss of all backup copies of the Vault Key
- Accidental deletion of your dedicated Azure Key Vault (which stores the encrypted root key)
- Corruption or loss of storage media containing the Vault Key backup
- A ransomware or malware attack that destroys the Vault Key backup
- Failure to record and back up the Vault Key before a system migration or employee offboarding event

4. Your Data Is Completely Separate From Other Customers
Your vault and encryption keys are completely isolated from every other Huntoso customer:

- You have your own dedicated Azure Key Vault - no other customer shares it or has any access to it
- You have your own dedicated Azure Storage Account for configuration and audit logs
- Your encryption keys are unique to your account and mathematically unrelated to any other customer's keys
- If another customer's account were ever compromised, it would have absolutely no effect on your vault

PAM Pro architecture ensures that a security incident affecting one customer cannot spread to others. Account passwords stored in Key Vault are not even labeled with readable account names - they use cryptographic identifiers derived from your encryption key, so an attacker with Key Vault access still cannot determine which secret belongs to which account.

5. Zero-Knowledge in Plain Terms
When Huntoso says 'zero-knowledge,' it means:

- Huntoso engineers have no standing access to your Key Vault. They would need to take an explicit, auditable action to gain access - one that is recorded in Microsoft's audit logs.
- Even if a Huntoso engineer accessed your Key Vault, your data is encrypted and cannot be read without your Vault Key (TRS).
- The contents of your vault (account passwords) are stored as ciphertext - unreadable to anyone without the right combination of keys.
- Account names and usernames are not even stored as readable labels. Everything is identified by cryptographic codes.

This is why Huntoso cannot 'look up' your passwords for support purposes - it is technically impossible without your active participation and your Vault Key.

6. Your Responsibilities
Huntoso is responsible for keeping your vault secure, available, and encrypted. You are responsible for protecting the Vault Key (TRS) and your dedicated Azure Key Vault.

Specifically, you must:

- Record the Vault Key immediately when your administrator enters it during setup - before storing ANY data
- Store backup copies in at least two separate, secure locations (e.g., an encrypted USB drive in a physical safe AND a secure cloud backup)
- Restrict access to the Vault Key to only authorized personnel
- Test your backup quarterly to confirm it still works
- Notify Huntoso immediately if you believe your Vault Key may have been compromised
- Never delete or authorize deletion of your dedicated Azure Key Vault without first exporting all vault data

Recommendation: Treat your Vault Key with the same security you would give to your master bank account credentials. Write it down. Store it in a fireproof safe. Keep a second encrypted copy off-site. Test your backup quarterly.

7. What Huntoso Will and Will Not Do

	Huntoso WILL
	Huntoso WILL NOT

	Keep your vault encrypted and secure on Azure infrastructure
	Recover a vault after the Vault Key (TRS) is lost or destroyed

	Provide 99.9% uptime SLA on vault infrastructure availability
	Recover a vault after the Customer's Azure Key Vault is deleted or purged

	Notify you of security incidents that affect your account
	Access, view, or copy the contents of your vault

	Help you export or migrate your vault data while the Vault Key is intact
	Store or back up your Vault Key on your behalf

	Provide customer support for account and platform issues
	Issue refunds for data loss resulting from a lost Vault Key

	

8. Audit Logs and Immutability
Your PAM Pro account maintains an audit trail of all privileged access activity. This audit log is stored in your dedicated Azure Storage account - separate from all other customers.

You have the option to lock your audit logs with an immutability policy (WORM - Write Once, Read Many). Once this is enabled and locked:
- No one, including Huntoso and Microsoft, can delete or alter your audit logs within the retention period
- This provides a tamper-proof compliance record even against administrative errors or insider threats

Enabling audit log immutability is a customer-controlled action available through the PAM Pro Setup Wizard Scoreboard.

9. A Note on Cyber Insurance
If you carry cyber insurance, review your policy with your broker. Data loss resulting from loss of encryption keys may not be covered by standard cyber insurance policies. Permanent data inaccessibility due to key loss is classified differently than a data breach or ransomware attack under many policy terms. Ask your insurance broker specifically whether 'irrecoverable encrypted data due to key loss' is covered under your policy.

10. Your Acknowledgment
By checking the box below and completing setup, you confirm that you have read and understand the following:

I acknowledge and agree that:

[  ] I understand that Huntoso uses a Vault Key (Tenant Root Secret) that, if lost, renders my vault permanently and irrecoverably inaccessible
[  ] I understand that my dedicated Azure Key Vault must not be deleted or purged, as this also renders my vault irrecoverably inaccessible
[  ] I understand that Huntoso cannot recover my vault or recreate my Vault Key under any circumstances
[  ] I accept responsibility for securely recording and backing up my Vault Key before storing any data in the vault
[  ] I understand that Huntoso is not liable for data loss resulting from loss, corruption, or destruction of my Vault Key or my Azure Key Vault
[  ] I have reviewed this disclosure document and had the opportunity to ask questions before proceeding

[  ] I have read, understood, and agree to this Shared Responsibility & Data Loss Disclosure

Authorized Representative Signature (Optional for Enterprise Onboarding)
For enterprise or team accounts, an authorized signatory may sign below to confirm acceptance on behalf of the organization:

Name: _______________________________________________
Title: _______________________________________________
Organization: _______________________________________________
Date: _______________________________________________

Questions? Contact Huntoso Support at support@huntoso.ai before proceeding.
Maintain your dedicated Azure Key Vault under normal operating conditions
	Reconstruct or reset your Vault Key under any circumstances

	Provide audit logs of all privileged access activity
	Access your Key Vault without an auditable, explicit action

	Support optional WORM audit log immutability for compliance
	Retain any copy of your administrator's entered Vault Key



